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Current TLS Cert Profile

Subj ect DN

CN = <FCQDN of Server>

QU = Terns of use at www. verisign.comrpa (c)00
QU = <Org Unit of Organi zation> OPTI ONAL

O = <Full Oganization Nanme>

L = <Gty>

S = <State/Province - no abbrevs>

C =<2 Letter |1SO country code>
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Current TLS Cert Profile (cont)

Ext ensi ons

basi cConstraints :
Subj ect Type=End Entity

certificatePolicies :
Policyldentifier=2.16.840.1.113733.1.7.23.3
[1,1] Policy Qualifier Info:
Policy Qualifier |Id=CPS
Qualifier:
htt ps://ww. veri sign. com r pa
keyUsage:
Digital Signature
Key Enci pher nent ( AO)

ext endedKeyUsage:
Server Authentication(1.
Aient Authentication(l.

3.6.1.5.5.7.3. 1)
3.6.1.5.5.7.3.2)
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Current TLS Cert Profile (cont)

aut hori tyl nf or mat i onAccess:
[ 1] Authority Info Access
Access Method=On-line Certificate Status
Protocol (1.3.6.1.5.5.7.48.1)
Al ternative Nane:
URL=htt p://ocsp. veri sign.com

crl D stributionPoints:
[1]CRL Distribution Point
Di stribution Point Nane:
Ful | Nare:

URL=http://crl.verisign.conm d ass3l nternational Server.crl
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Ver si on

Example Certificate

Serial nunber

6100 59D8 6A81 04C5 3BF7 9E2B BDC8 62A1

Si gnature al gorithm

nd5RSA

| ssuer

QU = www. veri sign.conl CPS I ncorp. by Ref. LIABILITY LTD. (c)97 Veri Sign
QU = Veri Sign International Server CA- dass 3

QU = Veri Sign, Inc.

O = Veri Sign Trust Network

Valid from

Sunday, Septenber 29, 2002 7:00: 00 PM

Valid to

Tuesday, Septenber 30, 2003 6:59:59 PM

Subj ect

CN = devel oper. grandcentral . com

QU = Terns of use at www. verisign.comrpa (c)00
QU = devel oper site

O = Grand Central Conmunications

L = San Franci sco

S =~Clifornia

C=USs

Public key

RSA (1024bi ts)

3081 8902 8181 OOFC 9840 7299 AS5AC 2AA4 26B1 B5D4 COAB 0744 3256 53EE
7AEE 68EA 2940 A023 657B 5791 8DC2 15D4 9591 05B0 54D6 50AC BO9EO 1DOF
27D9 24FC 7BFC CDAB 1C89 63F4 EFF6 7CED C1D5 EG6EC A79B 60A5 B893 B5C7
08F6 2994 ECAl1 9714 613F C705 5726 D3A6 COOF 00DD 8D36 36E7 FBAF 80B2
OF07 49C5 323C AEBA 92C6 51AD 746E 6FB6 66A7 1760 F850 4902 0301 0001

Basi ¢ Constraints

Subj ect Type=End Entity
Pat h Lengt h Constrai nt =None
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Example Certificate (cont.)

Certificate Policies [1] Certificate Policy:
Policyldentifier=2.16.840.1.113733.1.7.23.3
[1,1] Policy Qualifier Info:
Policy Qualifier |d=CPS
Qualifier:
https://ww. veri si gn. conlrpa

Key Usage Digital Signature , Key Enci phernent ( AO)

Enhanced Key Usage Unknown Key Usage(2.16.840.1.113730.4.1)
Server Authentication(1.3.6.1.5.5.7.3.1)
Client Authentication(1.3.6.1.5.5.7.3.2)

Authority Information [ 1] Authority Info Access
Access Access Method=On-line Certificate Status
Protocol (1.3.6.1.5.5.7.48.1)
Al ternative Nane:
URL=http:// ocsp. verisign.com

CRL Distribution Points [1]CRL Distribution Point

Di stribution Point Name:

Ful | Nane:
URL=http://crl.verisign.conl d ass3lnternational Server. crl

2.16.840.1.113733. 1. 6. 15 16 09 38 38 34 32 34 34 ..884244
(nb. Dun & Bradstreet O D) 30 35 39 059
Thunbprint al gorithm shal
Thunbpri nt 3042 5577 25A3 F15B 31A2 EE84 E4ACLl 1117 0B92 B250
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END
+

Thank You
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